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I1 Insecure Web Interface

I2 Insufficient Authentication/Authorization
I3 Insecure Network Services

I4 Lack of Transport Encryption

I5 Privacy Concerns

I6 Insecure Cloud Interface

I7 Insecure Mobile Interface

I8 Insufficient Security Configurability

I9 Insecure Software/Firmware

110 Poor Physical Security

HHEE : OWASP Internet of Things Top Ten Project
https: //www .owasp.org/index.php/OWASP_Internet_of _Things_Top_Ten_Project
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HACRERS REMOTELY RILL A JEEP ON THE
HIGHWAY—WITHMEIN IT

Hackers Remotely Kill a Jeep on the Highway—With Me in It
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Despite the News, Your Refrigerator is Not Yet Sending Spam ,g

By: Paul_Thomas ||

~ BectuB C 660Tv e
- - v W) Comments @ Translations: B4#58 2 Share

How Russian TV covered the story about the chips, shown inset

You may have seen media reports based on research by Proofpoint that hundreds of home devices such as entertainment syste
refrigerator had been sending spam. We refer to this collection of networked devices as the Internet of Things (loT). Originally, th

provide any evidence so we were unable to validate the claim. However, additional details have now been made available and w

Z/ \o { %Dj: < 74 I:I \/ your loT devices, including your refrigerator, are not the source of this recent spam run.
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Figure 4: Message Flow for Remote Vehicle Maintenance
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